[Date]

[Law enforcement agency]
Re:
Public Records Request / Suspicious Activities Reporting policies & procedures

Dear ____________________: 

This letter constitutes a request under the Public Records Law, [reference your local Open Records law] for documents made or received by the ___________ Police Department and _________________ [name of local fusion center, if applicable].  The request is made on behalf of ___________[enter your name or organization]
[if filing on behalf of a community, media, non-profit organization, describe who you are and what you do; this may help you qualify for a waiver of fees]

This request seeks documents regarding the Boston Police and the Boston Regional Intelligence Center’s use of Suspicious Activities Reports.  

Background

As part of a national effort to share criminal and terrorism-related intelligence across agency lines, the federal Information Sharing Environment (ISE) instituted functional standards for Suspicious Activity Reporting (SAR).  These standards defined a Suspicious Activity Report as “[o]fficial documentation of observed behavior that may be indicative of intelligence gathering or pre-operational planning related to terrorism, criminal, or other illicit intention”
 and later defined a “suspicious activity” as “observed behavior reasonably indicative of pre-operational planning related to terrorism or other criminal activity.”

While the ___________ Police Department traditionally has documented inquiries by police officers into suspicious activities, the standards set forth in SAR reporting system suggest a broader inquiry, which may touch on activities that are not related to crimes.  These reports apparently are intended to be included in the national Information Sharing Environment.  It is for that reason that we make this request for information to inform the public regarding matters of public concern, specifically whether your policies, procedures, and training have been adopted and instituted to guarantee local residents’ constitutional rights in light of this federal directive.

Documents Requested

Please provide copies of the following public records from January 1, 2005 to the present:

1. All policies and procedures related to or concerning Suspicious Activities Reporting, including a copy of any departmental order mandating the SAR process, 
2. Any document containing a description of how the ________ Police Department or Fusion Center processes suspicious information, how such information is validated and vetted, who analyzes the SAR data and vets it before it is made available to the Fusion Center, JTTF or other intelligence-gathering or law enforcement agencies, and the process for purging or destroying such information. 
3. Copies of templates or forms used in the filling out of SARs.  Copies of templates of other types of incident reports that include a field to capture SAR data. 
4. The ____________ Police Department’s Privacy and Civil Liberties Policy, as concerns Suspicious Activities Reports, including any and all related documents and correspondence. 
5. Documents relating to the ________ Police compliance with 28 CFR Part 23 in using SARs, including any documents that describe when SAR information is subject to 28 CFR Part 23 requirements.  


6. Any and all agreements between the _______ Police and other law enforcement agencies that include the use of SARs; any and all agreements between BRIC and other law enforcement agencies that include the use of SARs.  Such agencies include the ______________ State Police, the FBI Joint Terrorism Task Force and the ___________ Fusion Center. 

7. Training bulletins, manuals and any other training material regarding Suspicious Activities Reporting. 


8. Audits and evaluations of Suspicious Activities Reporting program conducted by the __________ Police Department, the federal government or any other agency.


9. Any documents relating to the __________ Police or Fusion Center’s participation in e-Guardian, an FBI system for intelligence sharing.  Any training materials regarding the use of e-Guardian. 


 
Because this request involves a matter of public concern and because it is made on behalf of a nonprofit organization, I ask that you waive any copying costs pursuant to ________________.  Alternatively, we request that you permit us to examine, and at our election, the responsive documents before deciding which portions to photocopy. 
Should you determine that some portion of the documents requested are exempt from disclosure, please release any reasonably segregable portions that are not exempt.  In addition, please note the applicable statutory exemption and explain why it applies to the redacted portions.  As you know, a custodian of public records shall comply with a request within ten days after receipt [Note:  the time period differs from state to state; check your local law]
Please reply to this request to by contacting ______________ at [phone number] or through email at [email address].

Thank you for your assistance.







Sincerely, 






____________________

� Information Sharing Environment (ISE) Functional Standard Suspicious Activity Reporting (SAR) Version 1.0, p.6, available at:  � HYPERLINK "http://www.ise.gov/pages/ctiss.html" ��http://www.ise.gov/pages/ctiss.html�


� Information Sharing Environment (ISE) Functional Standard (FS) Suspicious Activity Reporting (SAR) Version 1.5, available at:  � HYPERLINK "http://www.ise.gov/pages/sar-initiative.aspx" ��http://www.ise.gov/pages/sar-initiative.aspx�





